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1 In t ro duct ion to  I Q Pro xy Server  
1.1 About This User Guide 

 
This user guide is designed to be an easy-to-use aid for Fastream IQ Proxy Server (IQProxy). 
IQProxy is the most robust and secure forward/ reverse proxy server solution for Windows. It  is the 
most scalable server engine which is used for both filtering and caching content proxy as well as 
securing and accelerating reverse proxy and can be used in any Windows Platform. This user guide 
is organized to take you through from installation to advanced troubleshooting. 

 
1.2  Overvi ew  

 
IQProxy is a web proxy cache for WindowsÊ 2000/ XP/2003/Vista/2008/7 platform. As IQProxy 
operates as a WindowsÊ service, it does not support the outdated Win9x platform. We have done 
our best to ensure a high quality, feature-rich product that is also fast, robust, and above all, 
secure. 

1.3  Fast ream  IQ  Pro xy Server Feat ur es 
 

IQProxy is the ultimate web content proxy solution with the following features: 
 

¶  Caches static and dynamic content for ultra-hi-speed later on serving 

¶  256-bit SSL/TLS accelerator with support for OpenSSL hardware cards and self-signed 
certificate creation 

¶  Load balancing in URL-aware fashion: point each domain/path to different target LAN 

server/port 
¶  Anti Hot-Linking to save bandwidth and to show a customizable error page instead of 

blocked pages. 
¶  Bandwidth limiting per URL rule per IP/port ,using which an admin can limit the total site 

bandwidth usage or sub parts of the site. 
¶  GZip compression accelerator with configurable compression rates for each object 

extension 
¶  Able to listen on multiple IP/ports and scalable up to tens of thousands of simultaneous 

connections 

¶ Cookies created make session persistence possible among client-to-target-server matching 

¶ TCP firewall:  Filter with respect to IP, reverse DNS and even client IP country 

¶ User-friendly HTTP/XML controller interface for remote admin access 

¶ HTTP/1.1 basic and digest as well as Windows/NTLM and HTML authentication with users 
definable per URL rule 

¶ Supports W3C Extended Log Format with selectable fields and NFServer v2 screen and file 
logging--configurations setable in URL granularity 

¶ Customizable pages for "target server not found" and "requires authorization" errors 

¶ Client connections pooled with dynamic load determination algorithm 

¶  Runs as NT-service on all 32/64-bit Windows (2000/XP/2003/Vista) with very little  
resources (1GHz Pentium+ CPU, 256MB RAM,...) 

Read more about IQ Reverse Proxy Server latest features: 
http: //ww .iqproxyserver.com/en/ iqcontentreverseproxyfeatures.php 

 
Download the latest version:  http://www .fastream.com/download 

 
View the latest pricing information:  http://www .fastream.com/orderiqrp 

 
Visit Fastream Technologies home on the web:  http: / /www.fastream.com 
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2 Syst em Requi rement s and I nst al lat ion  

 
The IQ Proxy Server software consists of two components, which have the following minimal 

system specifications: 
 
2.1  IQ  Proxy Server Engine  

 
The IQProxy Server Engine is the main component of the overall software. Its  main function is to 
perform the actual proxy tasks for intranet/ Internet traff ic. The Server Engine is a ñnon-interactive 
WindowsÊ serviceò, and as such, does not have an own User Interface. Its installation 
requirements are: 
¶  a PC capable of running Windows 2000/ XP/2003/ Vista/2008/7 ; (server edition of Windows 

2000, Windows 2003 or 2008 suggested for heavy-duty usage);  
¶  10 MB free disc space; 
¶  An administrator login to the WindowsÊ it is installed; 
¶  at least 64 MB of free memory (for caching, at least 256MB suggested); 

¶  an active Internet/ intranet (TCP/IP) connection. 
 
2.2  IQ  Proxy Server GUI  

 
The IQ Proxy Server administration GUI provides a user interface to configure the reverse proxy 
tasks to be performed by the proxy server engine. It  may be installed on the same PC as the 
engine, or another PC that can access the PC that the Engine is installed on (there must be no 
firewalls configured to block HTTP traffic to ports 30033-30034) or the client/server exe s. The 
installation requirements are: 
¶  a PC running WindowsÊ 95/98/Me/NT4/2000/XP/2003/Vista/2008/7 
¶  Microsoft Internet Explorer 5.0+  
¶  10 MB free disc space; 
¶  at least 32 MB of free memory; 
¶  an active Internet/ Intranet (TCP/IP) connection. 

 

 
 
 
2.3  In st alla t ion 

 
Installation is straightforward. Run the installer program. If  another version of the IQProxy is 
already installed in your machine, the windows installer throws an error message and installation 

will not continue. You should uninstall the previous version from your machine. The existing version 
of the product can be removed from Add/Remove Programs on the Control Panel. After uninstalling 
the previous version, run the installer program again. If you are installing the program for the first 
time start the installation from this step. Run the installer program and read the end user 
agreement. If  you accept that agreement, then choose the destination folder for installation of the 
server engine. 

 
After the service is installed, the installation of the IQ Proxy Administration GUI starts. You can 
proceed similarly. The installer of the IQProxy Administration GUI is also available separately at 

http: //www .fastream.com/download as well as bundled with the engine. After installation the 
installer program of the GUI itself is also copied to the server engineôs ñProgram Filesò folder. If  the 
Windows which the software is installed is 64-bit, then it will be copied to the ñProgram Files (x86)ò 
folder. 

 
The installation of the IQProxy Server Engine does not require a restart of your computer. 
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3 Fre qu ent ly Aske d Quest ions  (FAQ)  

 
Q: How  should  I  st art  using  t he reverse  proxy? 
A: First of all, you should realize that most of the features in IQProxy has sound default values. So 
unless your needs are specific, all you need to do is create the web server entries from ñWeb 
Serversò and assign them to ñURL Rulesò. Make sure the port 80 or whatever port you want (you 
can configure that from ñOptionsò tab sheet as well), is not blocked by any firewall. To test your 
server, enter its IP into your browser such as http:// localhost. Thatôs it! 

 
Q: How  should  I  st art  using  t he conte nt  proxy? 
A: First of all, you should realize that most of the features in IQProxy has sound default values. So 
unless your needs are specific, all you need to do is configure your browser to use the proxy 
IP/port. If you do want to limit the access to the proxy, you can simply use the ñFirewallò (we 
would suggest the country filter, permit->LAN Subnet) or òAuthenticationò features. Make sure the 
port 8080 or whatever port you want (you can configure that from ñOptionsò tab sheet as well), is 
not blocked by any firewall. Thatôs it!  

 
Q: How  does one admin  back up ent ire  conf igurat ion? 

A: All you need to do is to backup * .ini from your service program files folder. Also, do not forget 
to print and backup your registration email. 

 
Q: What  is t he defau lt  password  for  t he user ñlocalh ostò? 
A: The default password for the localhost user in IQProxy is blank space. 

 
Q: How  do  I r eset  t he  password  for  th e user ñlocalh ostò? 
A: Please shut down the service then browse to the program files folder of the IQProxy Engine and 

edit the IQ.ini file (ñAdmin Settingsò section) by deleting the ñadmin passwordò line. 
 
Q: I am  usi ng a comput er in a LAN. My  LAN is behi nd a ro ut er and all  computers on t he 
LAN have  a single external  I P address behind  a f ir ewall.  Is  it  possible  t hat  I can  set up  a 
Web list ener server usi ng IQ  Pro xy? 

A: Establishing an HTTP Server with the situation above is not challenging. If you configure your 
router and firewall to pass TCP port 80 or whatever port you are configured for listening in from 
Options tabsheet, it would forward connections to your computer. You should also do the same for 
the administration server s IP address and port number if you are willing to administer remotely. 6 
One additional step for the reverse proxy could be to give you client access in your firewall for 
HTTP client access to the web servers. Also, IQProxy accesses www.fastream.com and some other 
site for determining the WAN IP of the machine in the absence of a real IP address. 

 
Q: How  do  I enable access t o net w ork  dr ives as serv ed pat hs? 
A: The default account for IQProxy s Engine service is the Local System account. This account is 
limited by WindowsÊ as having no access to Microsoft network drives. To enable it, you need to go 
to Control Panel -> Administrative Tools ->  Services and select the ñFastream IQ Content/Reverse 
Proxy Engineò service. Then right click and click on Properties->  Go to Log On Tab. From here you 
need to select either a network account or an administrative account. 

 
Q: How  do  I co nf igure SSL/ TLS? 
A: There are a few items you need to do in order SSL to work: 
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You need to assign a certificate: This could be either a self-signed one (see the ñself-sign 
certificateò button) or you should purchase a certificate from a company (CA) such as Verisign, 
Thawte, etc. The purchased certificate must be in PEM format. If it comes as a single pem file, you 
need to edit with notepad or another text editor and copy the private key to another pem file. 

You should enter the domains that you want to serve encrypted with the SSL layer into the 
ñAccepted Hostsò section such as ñlocalhost; www.fastream-test.comò (without the quotes). 

You must forward the TCP port 443 (defined in Options) for serving outside your LAN from your 
firewall/ router (or whichever TCP port you configured for listening from Options tab sheet). 

 
Q: What  is an example set up conf igurat ion for  a t ypic al cont ent/ re verse  pr oxy  usage in 
Serv ers and  URL Rul es? 

A: In a typical case, first you need to decide on the listening IP/port in Options. You will probably 
want the port to be the standard 80 (for HTTP) and 443 (for HTTPS/SSL). The tricky part is the IP. 

If  you have only one proxy port listening (only one tab sheet for proxy), then it is suggested that 
you leave this at 0.0.0.0 which means ñanswer incoming requests from all the IPs assigned on all 
adapters of the server computer such as 127.0.0.1 (localhost), 192.168.xxx.xxx, 10.xxx.xxx.xxx, 
other LAN IPs and WAN IPs forwarded from router and/or real IPs. If you assign a real IP here 

such as 144.122.1.100, then to access the site from the same host computer, you cannot use 
localhost (127.0.0.1) as the IP. You must use 144.122.1.100 directly. 

What is useful in assigning a real IP is that you can listen on other IPs with different proxy tabsð 
each one in its own thread/ listening socket. For example, let s assume that 144.122.1.100-103 is 

assigned to the same computer via two NICs. Here is how you may want to distribute them: 
144.122.1.100:80 listens for proxy A 

144.122.1.101:80 listens for proxy B 
0.0.0.0:80 (which means the rest of the IPs assignedð102-103 here) listens for proxy C 

 
This gets even more useful when thought with SSL/SSL certificates: There can be only one 
certificate assigned for each IP/port even though many virtual domains could co-exist in one 
IP/port. So for each domain to be certif ied on port 443, you need a listener proxy: 
144.122.1.100:443 listens for proxy A which SSL certifies www.domainA.com 
144.122.1.101:443 listens for proxy B which SSL certifies www.domainB.com 

Now that we explained the IP setting in Options, letôs see how the Servers tab works: 
In  servers, the important parts are IP, port and path. IP can be the real IP of the web server or if 
the LAN is behind NAT, it should be the LAN IP of the web server such as 192.168.1.200 or 
10.1.1.20. Port is the listening port of the web server. Now what is ñpathò? Path is for relative URL 
rewriting. For example, letôs say you do not want the clients to access the root of the web server 
but the redirected root needs to start from ñIQPRoot/òof the web server. To clarify, letôs talk in the 
context of the file system of the web server. Suppose that it has a structure like: 
C:\ InetPub\wwwroot\ 

C:\ InetPub\wwwroot\ IQProxyRoot\  

Now the first one is the ñ/ò (root) of the web server. If you want this path to be inaccessible for 
one URL Rule this server entry is assigned to, then enter / IQProxyRoot/  in the Servers  path. 
Letôs now understand how URL Rules work. In order for a URL Rule to work, it needs to have a 
Rule entry such as, 
Default (which cannot be removedðto catch all requests uncatched by other rules) 
* / images (catches all domains / images folder) 
www.domainxyz.com/ (catches the domain domainxyz.com) 

Also, for this case and similar ones, you must not check ñpreserve pathò from URL Rules screen for 
the URL rule and also do check ñcontent translationò from Options. 

 
Q: How  should  I d ef ine  web  server addresses? 
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A: In a typical case, first you need to decide on whether you want to keep the host name of the 
incoming browser request in the connection from IQProxy to web servers or replace with the host 
name of the web server. If you want to have, 
www.xyz.com 

to be passed to the web server at 144.122.1.10 as it is, then define the web server in ñServersò as 
144.122.1.10 (numeric IP). If  you want to have it replaced, then use the host name of 
144.122.1.10 (i.e. webserver1.xyz.com). In both cases, if you enable ñLink Translationò, 
redirections to self of web server will be rewritten. If you want the HTML to be rewritten as well, 
enable ñContent Translationò as well. These are in ñOptionsò. 

 

 
Q: How  do  I r edirect  HTTP port  t o SSL port ? 
A: You need to create a URL rule like, 

http: // *  and assign a redirected web server as, 
https:/ /www .domain.com. Thatôs it!  

 
Q: How  does one confi gure  Exhange/O WA/ Sha repoint for  IQ  Pro xy? 

A: IQProxy v2.5 which supports OWA/WebDAV is now online. Before you go on and test it, there 
are a few things you need to beware of: 

1) You must disable "preserve path" for the url rules for Exchange 
2) You must enable "link and content translation" from Options 

3) If your OWA mandates an SSL connection to itself from IQProxy, then you must create two url 
rules and two web servers. For example: 
URL Rule # 1: ssl:// *  
assigned the web server # 1:  https:// 1.2.3.4:443/  

 

URL Rule # 2: http: / / *  
assigned the web server # 2:  http:// 1.2.3.4:80/  

 
4) You must disable NTLM authentication from the MS web server product and enable Basic 
authentication instead. Also, disable authentication on IQP URL Rule(s). 

 
Q: How  does one confi gure  SSL with intermediate certificates  for  IQ  Pro xy? 
A: IQProxy in its ini configuration file (IQé.ini) in program files folder of the engine must be edited 
for this while the service is shut down. After you shut down the service, edit the IQ.ini or other 
IQéinis IQP created and look for the section [EncryptionSettings]. Then under it, you should enter 
the cert file path to CAFile part.  

 
 
Q: How to achieve maximum performance by playing with IQP reverse proxy 
configuration?  
  
A: First of all, from v2.6.4R on, all pages can be cached except there is Set-Cookie in response 
header. To make sure cache is in place, if you have any exceptions in RProxy->Options->Extensions 
to Exclude from Cache, please clear that. Secondly, you may want to override server "no-cache" 
response header directive by clicking "override..." from Cache tabsheet. This way, unless a set-
cookie is in header, pages will be cached for the duration specified in Cache tabsheet according to 
their extensions. If there is no file extension such as www.domain.com/path/  then you should use 
"folder" as extension. 
  
From v2.6.3R on, content translated pages are also cached for 1000% speed! You need to do 
nothing for this. Of course, let me remind what "link translation" and "content translation" do:  
  
Link translation is for 301/302 responses; translates domain and path -when self-directing to web 
server itself- to point to IQP.  
  
Content translation is for text/html mime type (most .php, .pl, .rb, .asp, .aspx, .htm, .html,...) to be 
parsed and then URLs to be translated. 

 
 
 
 
 

http://www.xyz.com/
http://*/
http://www.domain.com/
https://1.2.3.4/
http://*/
http://1.2.3.4/
http://www.domain.com/path/
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4 Rem ot e Admin istr at ion  

 
The IQ Proxy Administration GUI allows remote administration connections to your proxy server 
from any computer on the Internet. The IQ Proxy Administration GUI and the IQ Proxy Server 
Engine communicate with each other using the standard HTTP(S) protocol and XML formatted 

messages. (HTTP(S) uses TCP as transport protocol so you need to enable TCP from your firewalls 
for the ports/exeôs.) 
When you open the IQProxy Server GUI,  a login screen is shown. In the login screen you can 
specify: 
¶  The TCP port numbers (HTTP and HTTPS) of the IQProxy Administration service. 

¶  Whether to connect to the SSL port with strong encryption or use the admin server with 
cleartext communication. 

¶  The username and password of the server administrator. 
 

 
 
 

 
 

 
 
 
 
 
 

Port  and  SSL Port : 

 
These are the listening ports of the IQProxy Engine service for remote administration purposes. 
The default value is 30033 for HTTP and 30034 for HTTPS. 

 
Usern ame  and  Passwo rd:  

These fields concern the login information of the administrator of the IQProxy Engine service. The 
default username is ñlocalhostò and the password is blank. See the chapter ñServer Managerò for 
how to change the password. 
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When the IQProxy Server Engine is started, the server begins listening for administration 
commands on the designated administration ports. Only  authenticated administration commands 
are executed. For the initial run of the engine, when you are first trying to login, since there is no 
SSL certificate assigned for the SSL port and a certificate is required for SSL, you must use the 

non-SSL port to connect. 
When the IQProxy Server GUI is started and the admin user enters administration information, the 
GUI connects to the server and receives an initial status of the server. This status is displayed in 
the GUI.  
All modifications done on the GUI are applied at the server machine as if server is running on the 

local computer. 
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5 Server Usage 

 
When you first install and run Fastream IQProxy, the main screen will look like the 

picture shown below. Default one reverse proxy and one content proxy are created by IQProxy. 
You can create as many reverse proxies and content proxies ports as you like. 
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GUI  win dow:  
This is the main window and consists of three main parts: 
¶  a menu bar, 
¶  a left-hand panel containing a tree view and 
¶  a main panel containing various tab sheets. 

Menu bar:  

In  the menu bar items are available for starting main functions. 
Main  pan el:  
Consists of various tab sheets. The upper row of tab sheets concerns the main configuration 

settings and the configuration settings per defined server. 

Lef t -hand pan el: 
It  is an alternative way of navigating through the various tab sheets. The left-hand panel 

contains a tree view of which the main nodes match with the upper row of tab sheets in the main 
panel. 

By mouse-clicking a main node its sub nodes are revealed. These sub nodes again match other tab 
sheets in the main panel. 
The left-hand panel can be switched on and off using the menu bar item Options  

Tab sheet : 
By mouse-clicking a tab sheetôs label, its contents will be shown. Generally a tab sheet is 

divided into groups of GUI components or other sub tab sheets. 
GUI  gr oup: 

Indicates a functional cluster of screen components. A group of screen components is 
surrounded by a gray line. The upper gray lines contain an indication of the groupôs title. 
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But t on:  
Within the tab sheets frequently used buttons are used. Note that a button only has a function 

within the group of GUI components it is part of. 
Three types of buttons are used. 

¶  Buttons without an icon are helper buttons, mainly for generating default values in text 
boxes or adding values to list boxes. 

¶  Buttons with an icon are mainly used for adding new settings or removing old settings. 
¶  Buttons with an icon and the text ñApplyò are used for really using the new settings and 

making them persistent. 

Check box:  
A check box is a small square that can be checked or unchecked indicating that the concerning 

setting is on or off. If the check box is unavailable then it will have a gray background color. 

Text  box: 
Is an input field in which you can type free text. 

If  the text box is unavailable then it will have a gray background color. 
Combo box:  

Is also an input field, but the values that can be filled in are predefined. The predefined values 

can be shown by mouse-clicking the arrow at the right of the combo box. If the combo box is 
unavailable then it will have a gray color. 

Info  box:  
Looks like a text box but no data can be entered. Therefore the background of an info box 

always has a gray color. 
List  box:  

This is a two-dimensional table of items. A list-box item can be selected. If the list box is 
unavailable then it will have a gray background color. 
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5.1 Mana ger  
The ñManagerò tab sheet is made up of two other tab sheets named ñAdmin Server Settingsò 

and ñAdmin User Settingsò. 
In  the tab sheet ñAdmin Server Settingsò the admin user can create new reverse and content 

proxies. In the tab sheet ñAdmin User Settingsò the admin user can change his password. The 
admin user by default named ñlocalhostò. The two tab sheets are described in the next paragraphs. 

 

5.1.1 Admin Se rver  Settin gs 
In  the ñAdmin Server Settingsò tab sheet the administrator can add new reverse and content 

proxies. Furthermore the IP address and IP port number of the IQProxy administration service can 
be changed here. 

 

 
 

 
 

 
 

Adding a reverse  proxy list ener port  
For adding a new Reverse Proxy the next button is available in the ñAdmin Server Settingsò tab 

sheet:  

Add  New  Reverse Proxy Server:  
By clicking this button you can add a new Reverse Proxy. Once you click, you will be asked for 

the new reverse proxyôs name. After entering the name and clicking the OK button, a new reverse 
proxy will be created and you will be directed to the new reverse proxy serverôs tab sheet. You can 
create as many reverse proxies as you like. 
For a further configuration of the reverse proxy see chapter ñServersò. 
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Adding a cont ent  proxy lis t ener por t : 
For adding a new Content Proxy the next button  is available in the ñAdmin Server Settingsò tab 

sheet:  
Add  New  Cont ent  Pro xy Serv er: 

By clicking this button you can add a new Content Proxy. Once you click, you will be asked for 
the new content proxyôs name. After entering the name and clicking the OK button, a new content 
proxy will be created and you will be directed to the new content proxy serverôs tab sheet. You can 
create as many content proxies as you like. 
For a further configuration of the content proxy see chapter ñServersò. 

 
Adm in Server Set t ings 

The tab sheet ñAdmin Server Settingsò also contains settings for remote administration. 
Liste ning  I P: 

This is the IP address the reverse/content proxy is listening for remote administration 
connections. The value may be any LAN/WAN or real IP address of the server host. The dotted- 
decimal 0.0.0.0 is used for listening on all adaptersô IP addresses. 127.0.0.1 is used for listening 
only on the local host. The server accepts administration connections addressed only to specified IP 

address. Using this property you can restrict administration access to your reverse/content proxy in 
order to increase security. 
Por t : 

This is the TCP port number the reverse/content proxy is listening unencrypted for remote 

administration connections. Default the server administration port server is set to number 30033. 
SSL Por t : 

This is the TCP port number the reverse/content proxy is listening SSL encrypted for remote 
administration connections. Default the server administration port server is set to number 30034. 
Cert ifi cat e File: 

This is the certificate file (in pem format)  for the admin SSL server to use. Notice that the private 
key must be supplied in another file. See below. 

Priva t e Key:  
This is the private key file for the admin SSL server to use. 

Passp hrase: 

This is user-defined for the internal use of OpenSSL encryption engine. It  should be more than 
32 characters and should be kept confidential for industry-strength security. 

Accepte d Host s:  
This is the list of domains the SSL server will accept in handshake. When you change one of the 

fields ñListening IPò, ñListening Portò or ñCurrent Admin passwordò and apply the changes, IQProxy 
waits for 3 seconds and than tests the changes. If the changes are not successful (i.e. the GUI 
cannot connect to administration server after applying the changes), then the previous settings are 
restored, assuming the administration server could not apply the changes. 
For example, letôs assume you change the SSL port to the same port as the HTTP admin server 
(30033). In  this case, after 3 seconds, since the server ports would clash, the SSL port would be 
restored back to its previous value (30034). 

 
5.1.2 Admin  User Sett ings  

You can get to this settings window by clicking on the tab sheet ñAdmin User Settingsò. The 
purpose of this window is very straightforward, it allows you to change the password of the admin 
user currently logged in. Click on the Apply button for the changes to take effect. A screenshot of 

this window is shown on the following page. 
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5.2 Cache 
 
 
 

 
 
Caching is a way of server speed enhancing. It  stores the files and directory listings after a file is 
first downloaded in your server computer's RAM and/or disk for fast access. Its efficiency is most 
visible when multiple users are downloading. 

 
In  the tab sheet ñCacheò the cache size and max single cache object size can be adjusted for both 
RAM and disk caches. One canview the cache hit rate in order to get the serving percentage from 
the cache, and can check theabsolute cache size. If you do not want to benefit from caching you 
can disable these properties. One new feature (v1.5+) is ñoverride web server preferencesò. With 
it, you can specify which file extensions will be assumed fresh in cache no matter what web server 
headers suggest. This way, you can override server settings to save CPU on backend when you are 
sure your scripts/files are updated at what period. Notice the ñextensions to exclude from cacheò 
setting in each RProxy->Options and CProxy->Options. 

 
 
 
 
 
 
 
 
 
 
















































































